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Administration 1 
39. Case records are not properly secured and controlled. 2 
Case Records Are Not Properly Secured and Controlled 3 

D.C. Code § 5-1412(a) (LEXIS through March 14, 2003) states that: 4 
 5 

The CME shall be responsible for maintaining full and 6 
complete records and files, properly indexed, giving the name, 7 
if known, of every person whose death is investigated, the place 8 
where the body was found, the date, cause and manner of 9 
death and all other relevant information and reports of the 10 
medical examiner concerning the death.  The CME shall issue 11 
a death certificate in all appropriate cases. 12 

 13 
NAME recommends that all medical examiner offices have written and implemented a 14 

policy or standard operating procedure, signed within the last two years, covering reports and 15 
record keeping.  Also, records storage space should be secure and have controlled access to 16 
ensure the integrity of reports. 17 

 18 
The team toured medical examiner offices in Maryland and Virginia and found all 19 

investigative reports and decedents’ records locked and secured.  Maryland and Virginia also 20 
have written policies and procedures for record storage and retrieval, and written procedures for 21 
sign-in and sign-out of investigative reports and case files.  Only authorized employees are 22 
provided access to these reports and records, and to the storage area. 23 

 24 
Storage facilities for current records and investigative reports at OCME are not secure.  25 

The team often found the doors of these spaces unlocked with uncontrolled access.  All OCME 26 
employees have access to these areas. The team found visitors and funeral directors visiting with 27 
employees in these record storage areas, and any of them could easily remove a case file.  28 
OCME has no policies and procedures to ensure accountability for, and tracking of, reports and 29 
records.  The team found 28 case files that the records staff was not aware of in a vacant, locked 30 
office. 31 

 32 
Case files contain private, sensitive, and vital information needed to investigate the cause 33 

and manner of deaths occurring in the District of Columbia.  Due to OCME’s lack of a 34 
computerized case management system for back-up, the information contained in these 35 
unsecured paper files is the only record OCME has regarding its cases.  The lack of proper 36 
oversight and security of these records allows for possible loss, manipulation of findings, and 37 
release of information to the general public and media. 38 

 39 
Recommendations: 40 

 41 
a. That the CME establish written policies and procedures in line with the District’s 42 

records schedule for the storage, maintenance, and security of records. 43 
 44 
 Agree X Disagree   
 45 
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b. That all spaces for sensitive record storage be secured at all times and that only 1 
authorized personnel have access. 2 

 3 
 Agree X Disagree   
 4 

c. That OCME implement a sign-in and sign-out policy for all case files and 5 
investigative reports. 6 

 7 
 Agree X Disagree   
 8 
CME’s comments regarding Recommendation (a.) as received: 9 
 10 

A records policy was drafted for OCME.  It will be reviewed for consistency with the 11 
District schedule. 12 
 13 
CME’s comments regarding Recommendation (b.) as received: 14 
 15 

This is a part of the drafted OCME policy. 16 
 17 
CME’s comments regarding Recommendation (c.) as received: 18 
 19 

This exists. 20 

40. Installation and implementation of a new automated system is behind schedule. 21 
New Automated Case Management System Is Behind Schedule 22 

NAME recommends that all medical examiner offices have a computerized information 23 
and CMS.  OCME is installing such a system, but as of this writing, remains 100 percent paper 24 
driven.  Information on decedents is handwritten and documents are difficult to read.  Each 25 
OCME division maintains its own documents on cases and there is no central repository where 26 
all case files can be maintained and accounted for.  The team found case documents located 27 
throughout the facility.  Documents are often misplaced or lost and backup copies are not 28 
available which makes it difficult to conduct research on a case without the entire case file. 29 
 30 

OCME and OCTO initiated a project to implement an automated software system called 31 
(VertiQ) for death reporting, investigations, and case management.  VertiQ records, tracks, and 32 
reports demographic data of deceased persons and other information associated with a case; 33 
creates autopsy, investigative, and toxicology reports; and tracks body intake and body release, 34 
evidence and property, body storage, and body disposition.  The system also offers modules such 35 
as bar-coding support, computer notebook support in the field, imaging, and forensic lab 36 
workflow support. 37 
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The key milestones set forth in the Delivery Order portion of the consultant’s contract 1 
are: 2 
 3 

Milestone Start Date End Date 
VertiQ Implementation 09-03-02 02-28-03 
Imaging and Bar-coding Implementation 03-03-03 04-30-03 
Toxicology Implementation 04-30-03 05-31-03 
Project Management 08-01-02 05-31-03 
 4 

As shown by the above table, the OCTO contractor responsible for the acquisition and 5 
establishment of the CMS has not met any of the key milestones set forth in the contract.  6 
Reports reviewed by the team and interviews with the OCTO contractor show that VertiQ 7 
implementation is only 40% complete.  The team noted that there are no penalties in the contract 8 
for failure to comply with the due dates. 9 

 10 
The OCTO contractor attributes the delinquent status of the CMS project to several 11 

circumstances: 12 
 13 

• delays in technical support from the software vendor; 14 
• unforeseen problems related to infrastructure issues such as servers being diverted 15 

from OCME to the Operations Data Center #3 located at 3rd and Massachusetts 16 
Avenue, making sure all LAN drops were activated, and solving problems 17 
connected with the wiring closet.  The contractor also stated that OCME internal 18 
staffing issues have impacted the completion of user acceptance testing, training, 19 
and implementation; and 20 

• “[t]he project manager spending significant time supervising, managing, and 21 
remediating basic environmental support issues, impacting the amount of time 22 
spent on implementing case management” (See Finding 37). 23 

 24 
OCME continues to be without a CMS, which will be vital to the overall mission in 25 

improving the effectiveness, efficiency, and reliability of OCME, while directly supporting its 26 
day-to-day operations. 27 
 28 

Recommendation: 29 
 30 

That the CME give priority to coordinating with OCTO to ensure that the CMS project 31 
gets on schedule, is completed expeditiously, and meets the terms of the contract. 32 

 33 
 Agree  Disagree X  
 34 
CME’s comments regarding Recommendation as received: 35 
 36 

The CME has coordinated with OCTO.  It was a joint decision that progress on the CMS 37 
be slowed due to the necessity to remediate environmental issues.  OCTO was aware of and 38 
agreed to all modifications.  The project is back on track now, with over 80% of the workflow 39 
captured on the system.  The monthly agency statistical reporting is coming from this system 40 
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now.  The project continues to be under budget.  The agency is getting more than it contracted 1 
for originally, and the product will be more successful.  The implementation could not have been 2 
done without the remediation efforts first; otherwise the project would have failed, resulting in 3 
waste and inefficiency. 4 
 5 

OIG Response:  OIG stands by its original recommendation. 6 
 7 

CME's comments regarding Page 89, Line 27, as received: 8 
 9 

There is a central repository, even though compliance and security issues need to be 10 
addressed. 11 

41. The Toxicology Laboratory does not have sufficient electrical power and surge 12 
protection to support its operations. 13 

Toxicology Lab Lacks Sufficient Electrical Power 14 
The team found that the OCME laboratory has 12 computer-based toxicology 15 

instruments, but due to insufficient power sources, only 5 are operational.  In addition, there are 16 
no electrical surge protectors to protect laboratory computers from electrical spikes that could 17 
damage expensive equipment.  Consequently, the lab is unable to function at optimal capacity. 18 

 19 
The Chief Toxicologist stated that renovation of the toxicology laboratory began prior to 20 

her employment.  Because of insufficient planning and project management, the electrical 21 
demands of new equipment on the existing electrical capacity of the OCME facility were not 22 
calculated.  The Chief Toxicologist stated that she has obtained estimates for correcting the 23 
problem, but requests to OCME management to hire a contractor to correct the electrical 24 
deficiencies have not been answered. 25 

 26 
Recommendation: 27 
 28 
That the CME hire a contractor to correct the power and electrical surge deficiencies in 29 
the Toxicology Laboratory. 30 

 31 
 Agree X Disagree   
 32 
CME’s comments regarding Recommendation as received: 33 
 34 

The electrical capacity of the renovated laboratory was exceeded because we now have 35 
more instruments than were anticipated in the design plans.  The problem has been rectified, as 36 
electrical contracting is now complete, increasing capacity and installing uninterrupted power 37 
supplies to protect the equipment. 38 
 39 
 40 




